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In light of significant employee-based information security risks, the Australian critical infrastructure will be 
better protected by the increased presence of an information security culture in organisations of all sizes. 
This paper identifies key challenges to be addressed by Australian governments and business owners 
when attempting to foster information security culture in Australian small and medium sized enterprises 
(SME). The paper reports findings from a focus group of Australian information technology consultants. 
Key findings indicate that SME owners lack sufficient awareness of the importance of information security 
and must be persuaded to invest in it, with an initial risk analysis potentially useful for this purpose. Other 
findings suggest that management commitment and leadership are important influences when reinforced 
by formal policies and procedures and a range of formal and informal security awareness activities. The 
paper highlights the special challenges of the Australian environment, where the traditional laissez-faire 
national character presents unique difficulties that strongly suggest the need for a national SME 
information security awareness campaign. 
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INTRODUCTION 
Facing increasing threat to the national critical infrastructure, the Australian government has flagged a 
need for Australian businesses to develop greater information security consciousness and vigilance 
(DEST, 2005). Organisational information security management has evolved in three waves (von Solms, 
2000) with technical information security originally the focus, followed by a period of attention to 
policies, procedures and processes. More recently, the "institutionalisation" of information security as 
culture has taken centre stage. In an information security culture, employee behaviours contribute to the 
protection of data, information and knowledge (Dhillon, 2001) and information security becomes a 
natural part of daily employee activity (Schlienger & Teufel, 2003). Despite the new focus, however, 
most companies do not yet have an information security culture. In the 2005 CSIIFBI survey of North 
American organisations, most companies admitted to low investment in information security awareness 
training (CSIIFBI, 2005) while in an Australian survey, 40 per cent of respondent companies noted 
information security culture as a key concern (AusCERT, 2005). 
Small and medium sized enterprises (SME) are especially disadvantaged compared with large 
organisations in seeking an information security culture. First, SMEs generally possess a weak 
understanding of information security, security technologies and control measures (Dimopoulos et ai., 
2004). Second, SMEs lack the funds, time and specialised knowledge needed to coordinate information 
security or offer effective information security awareness, training and education (Furnell et ai., 2000; 
Dimopoulos et ai., 2004). Third, SMEs are unlikely to have yet reached the stage of policy, procedure and 
responsibility definition (Helokunnas & Iivonen, 2003) let alone addressed the cultural issues. Fourth, 
SMEs are susceptible to peculiar national influences such as the collapse of Australian information 
security coordination programs for businesses arising from the recent demise of the National Organisation 
for the Information Economy (NOIE) (Warren, 2003). Fifth, recent studies demonstrate SME concerns 
regarding the difficulties of developing an information security culture (e.g. Taylor & Murphy, 2004). 
The above evidence suggests a need for guidance in the development and support of an information 
security culture for SMEs. Various conceptual frameworks have been developed to date for guiding the 
development of an information security culture (e.g. Furnell & Clarke, 2005; Helokunnas & Iivonen, 
2003; Martins & Eloff, 2002; Schlienger & Teufel, 2003; von Solms 2000; van Niekerk & von Solms 
2003; von Solms & von Solms, 2004; Vroom & von Solms, 2004; Zakaria & Gani, 2003). However, 
existing frameworks are fragmented, typically aimed at large organisations, and often take a narrow view 
of the issues involved by focusing only on managerial initiatives. New conceptual frameworks are 
therefore sought to identify and link the complexities of behaviour modification and cultural change and 
to accommodate the special characteristics of SMEs operating in a unique national context. Such 
frameworks should be based on existing theory and a study of the real world experiences of SMEs and the 
IT professionals who work for and with them. Furthermore, the key challenges to be faced in fostering 
information security culture in SMEs should be identified and used to inform and improve new 
frameworks. 
This paper aims to investigate key challenges faced by SMEs in fostering information security culture, in 
the Australian context. In the next section, we provide a theoretical background and introduce a 
conceptual framework for developing and maintaining information security culture in SMEs (first 
reported in Dojkovski et al., 2005). We then provide key findings stemming from a focus group of 
Australian information technology consultants who explored the framework in November 2005. 
THEORETICAL REVIEW 
This section synthesises representative contemporary literature on information security culture. It then 
introduces an issue-based socio-cultural framework for developing and maintaining information security 
culture in SMEs in a national context. 
Information Security Culture 
Numerous studies have highlighted the significance of "insider" information security threats (e.g. 
CSIIFBI, 2005; Dhillon, 2001; Lichtenstein & Swatman, 2001; Magklaras & Furnell, 2004; Neumann, 
1999; Siau et al., 2002). According to a recent CSIIFBI survey, "inside jobs occur about as often as 
outside jobs" (CSI/FBI, 2005, p. 14) and are a result of ignorance, confusion or malicious intent. 
Highlighting malicious intent, in 23% of firms responding to a recent North American survey, workers 
had deliberately downloaded viruses (Computerworld, 2005). Employees may also accidentally contribute 
to information security risks - for example, by unknowingly retrieving spam e-mail or virus attachments. 
In response to the insider threat, many medium and large sized companies in developed countries have 
implemented a range of managerial and technical measures within an overall information security 
management program. As mentioned earlier, recent research aims to better manage issues such as insider 
misuse and abuse by developing an information security culture (OECD, 2002) with authorities 
continuing to emphasise the importance of the human aspects of information security management 
(Schultz, 2005). 
Experts have previously proposed conceptual frameworks for information security management that 
include information security cultural development based on management initiatives of policy, awareness, 
training, and education (e.g. Lichtenstein, 2001). However, such frameworks may be better suited to 
medium and large sized organisations due to their significant infrastructure, stability and resources 
requirements. In recent years, dedicated frameworks for information security culture have been 
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developed, focusing on organisational culture and the measurement of information security culture 
(Schlienger & Teufel, 2000; 2003); shared values (Helokunnas & Iivonen 2003), stages of information 
security awareness maturity (von Solms, 2000); inputs associated with developing individual, group and 
organisational levels of information security enculturation (Martins & Eloff, 2002); a socio-technical 
perspective (Stanton et al., 2004); informal methods (Vroom & von Solms, 2004); key concepts of 
organisational culture (Zakaria & Gani, 2003); prescriptive persuasion based on behavioural principles 
(Siponen, 2000); personnel capabilities (Furnell & Clarke, 2005); and organisational learning (van 
Niekerk & von Solms 2003). While such frameworks are clearly valuable, they portray a fragmented 
theoretical field and lack integration across the different areas of focus. Further, they do not address the 
special challenges faced by SMEs operating in a national context. 
Chia and colleagues (2002) argue that the following dimensions are important for measuring the 
effectiveness of information security culture: a belief in the importance of information security; balancing 
of long- and short term goals, policies, procedures and processes; continuous improvement; cooperation 
and collaboration; attention to objectives; and audit compliance. However, this list was recently criticised 
by Helokunnas & Kuusisto (2003) for de-emphasising the human aspects of information security. The 
framework introduced next incorporates many socio-cultural issues, attempts to integrate a currently 
fragmented field, and accounts for a national context. 
Socio-cultural framework for developing information security culture for SMEs 
In figure 1 we provide an issue-based framework for developing information security culture (Dojkovski 
et al., 2005). The framework features the following categories: 
• Individual and Organisational Learning: Information security culture should be diffused from 
individual to collective to organisational levels (Martins & Eloff, 2002). This suggests that for 
smaller organisations, a process of organisational learning from individual to an organisational 
level is needed. An organisational learning approach may thus be useful (van Niekerk & von 
Solms, 2003). 
• E-learning: Cooperation, Collaboration and Knowledge Sharing: SMEs may find electronic 
learning (e-Iearning) useful in the form of computer-based training (Fumell et al., 2004) or an 
online course. They may also cooperate and collaborate electronically in communities of practice 
to share knowledge about information security threats, controls and so on. Sharing values, 
experiences and emotions about information security issues, particularly at the global level, also 
promotes organisational learning in this domain (Helokunnas & Kuusisto, 2003). 
• Managerial: Awareness programs, training and education are potentially valuable initiatives for 
developing information security culture (Fumell & Clarke, 2005; Lichtenstein & Swatman, 
2001). Awareness measures include: corporate endorsement - that is, leading from the top; 
threats of disciplinary action; clauses in employment contracts; demonstrations; written materials; 
formal awareness programs; and computer-based training (Furnell et al., 2004). In SMEs there is 
likely to be a variation in awareness, training and education needs for individual employees. 
Martins and Eloff (2001) suggest the use of policies and procedures, benchmarking, risk analysis, 
adequate budget, and leadership. The value of leadership was also noted by Dutta and McCrohan 
(2002). 
A formal change management approach maybe useful. Procedures to respond to new issues (e.g. 
breaches) will help emphasise the importance of information security to employees (OECD, 
2002). Incentives may also be useful to alter employee behaviour. However, Rosanas and Villela 
(2005) caution that management controls should be supported by a values-based ethical approach. 
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Figure 1,' Framework for developing information security culture in SMEs (Dojkovski et al., 2005) 
• Behavioural: Management initiatives aim to develop desirable behavioural traits of responsibility, 
integrity, trust and ethicality (Dhillon & Backhouse, 2001). However, strong values are needed to 
support management initiatives (Rosanas & Ve1illa, 2005). When strong values are diffused 
among collaborating organisations, employees, and other stakeholders, information security is 
strengthened (Helokunnas & Kuusisto, 2003). Developing intrinsic motivation is important 
(Siponen, 2000) while an organisational orientation and the promotion of personal growth may be 
helpful (Detert et al., 2002). 
• Ethical, National and Organisational Culture: Value nets of companies sharing relevant 
knowledge can strengthen information security culture (Helokunnas & Kuusisto, 2003). According 
to the researchers, different nations and companies have their own values and cultures and by 
working together, the interaction of the values and cultures can promote effective information 
security in each region or firm. 
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METHODOLOGY 
Building a framework to guide the development of information security culture necessarily involves 
considering how people think and behave, suggesting the need for an interpretive research approach. The 
preliminary framework (figure 1) was developed by reviewing and synthesising relevant literature (as 
reported in Dojkovski et ai., 2005, and summarised in the previous section). Focus groups are useful for 
theory exploration or theory validation in information systems (Lichtenstein & Swatman, 2003). 
Therefore, in the second stage of the project, reported in this paper, a two-hour focus group was 
conducted with four information technology (IT) consultants in Geelong, a semi-rural city in south-east 
Australia in the state of Victoria. Each participant provides a variety of IT services - including security 
services - to SMEs in the local Geelong region. One of the authors served as a moderator and probed the 
consultants' views on developing information security culture in Australian SMEs. Specifically, 
participants were asked about SME awareness of information security, the challenges that SMEs face in 
fostering an information security culture, and the feasibility of the preliminary framework (figure 1). An 
interesting discussion ensued and revealed individual opinions, some agreement, and some conflict. 
The session was audio-taped and later transcribed, and an initial qualitative content analysis performed, 
using an adapted inductive grounded approach based on (Glaser, 1992). First, the transcript was divided 
into seven key areas representing groups of questions in the session: information security awareness; 
behavioural issues; electronic learning, cooperation, collaboration and knowledge sharing; managerial 
initiatives; individual and organisational learning; ethical, national and organisational culture; and an 
approach for developing an information security culture. Successive passes were made through the 
transcript and tags were created for the key issues discovered. The transcript was also marked up with the 
tags. Tags and sample quotes were added to the relevant table and later merged into themes. Twenty-one 
pages of analysis were thus produced. A second researcher independently analysed the transcript in the 
same way for internal validity purposes, and the results were compared with the first researcher's 
analysis. The two sets of results were found to be similar and thus merged. In this paper, we provide key 
findings drawn from the results. It is planned to conduct further analyses on the transcript in order to 
probe the rich data from different perspectives and thus provide additional insights. The findings from 
future analyses will be available in forthcoming publications. 
CHALLENGES IN FOSTERING AN INFORMATION SECURITY CULTURE IN AUSTRALIAN 
SMES 
Information security awareness in Australian SMEs 
According to participants, while in the previous fifteen years, information security risks for Australian 
SMEs have increased as a result of greater internet access, the level of information security awareness in 
SMEs has not kept apace and remains low. Several reasons were proffered as explanation for this 
phenomenon. First, many Australian SME owners do not yet recognise the existence of an information 
security problem in their companies, and are thus unwilling to allocate a budget to this area. Indeed, SME 
owners generally believe that information security is only a significant concern for large businesses. 
Further, unlike large businesses, SME owners do not have IT managers reporting information security 
concerns to them, and thus there is a lack of internal pressure to budget for information security. When 
SME owners consult with IT service providers, they are often mistrustful of accompanying information 
security advice which is typically perceived as an attempt to sell them IT security products or services. 
Mistrust ofIT consultants' security advice has unfortunately developed as a result of numerous previous 
security warnings that did not eventuate. As one participant reminisced: 
You've got to remember, too, there was a lot ofhoo-ha (fuss) about the Year 2000 bug and, you know, we 
all sat down expecting our whole computer society to crash - and it didn't! 
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Second, companies with a small labour establishment (3 - 8 employees) perceive IT as a tool of the trade, 
installed only to support profitable business services: 
... they just see it as a tool to invoice people, or create newsletters, or send out letters of referral, or 
whatever it might be. 
Thus SMEs are reactive to emerging information security problems rather than taking a proactive stance. 
Larger businesses, however, perceive information technology as integral to their business and are 
therefore willing to invest in related areas such as information security. 
Often, when consultants advise SME owners to spend on information security they encounter strong 
resistance: 
They don't want to spend the money, and they don't see the need to spend the money. 
Typically, in an SME's IT budget, there are few items relating to information security while time to 
attend to information security management is another key resource in short supply. Participants suggested 
that SME owners must see the risks involved before they would acknowledge the need for a budget (and 
time) for information security. One participant suggested that a preliminary risk analysis would highlight 
risks to the valuable information assets and managers could then determine whether or not to accept the 
risk or allocate a budget to combat it. Another participant mentioned that such a risk analysis service 
might be offered free of charge as a marketing strategy in order to market security products such as 
firewalls, and security management services such as awareness programs. Participants stressed that it is 
only when 5MB owners can see the threats and consequences that they will take action. 
One participant perceived the issue as a lack of technical understanding, lamenting that SME owners are 
not likely to care about information security unless they understand IT and its complexities, including 
security threats. Finally, if an owner would not see information security as important, neither would the 
employees. Thus the importance of management commitment and leading by example was highlighted: 
... if the manager of the company doesn't really care about information security, well, no one's going to 
care about information security. 
Participants were asked to comment on the potential usefulness of each component of the framework 
(figure 1) for developing and maintaining information security culture, as we now discuss. 
Behavioural issues 
Commenting on the behavioural component, participants supported the need for such behavioural traits. 
However, one participant thought it very difficult, while not impossible, to change a person's sense of 
integrity, values, and responsibility: 
I see that as a core value that comes from childhood. Ethics, values, trust and integrity - they're all core 
values that are very, very difficult to change. Almost impossible! 
The same participant commented that workers often refuse to be held responsible for information security 
breaches and that personal behaviour is not easily changed by a policy document. He suggested it was 
better to hire the "right" person than to attempt to shape a worker into the "right" person. 
Management initiatives 
Participants agreed that appropriate management initiatives can help shape employee information security 
behaviour. They suggested that policies and procedures should be marketed to employees with the timing 
and manner of such marketing deemed important. If policies were presented to employees at the time of 
employment, they would be more easily digested. Participants suggested that information security 
awareness could be integrated with the employee induction process so that employees understand, from 
the very beginning, the importance of information security to the organisation. However, it was pointed 
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out by one participant that SMEs are often informally organised and so may lack a formal induction 
process. 
After employment, a build up to presenting policies could encourage employees to attend and become 
involved. Brown bag lunches were suggested as an example of an informal enjoyable environment in 
which to present and discuss security policies. Participants mentioned the importance of explaining the 
business ramifications of information security breaches to employees - for example, by mentioning the 
potential disclosure of corporate strategic information. Showing the employees "What's in it for me?" in 
such meaningful ways would help "sell" the policy. One participant suggested that secure behaviour 
could also be integrated with the performance appraisal process. 
E-Iearning, cooperation, collaboration and knowledge sharing 
Participants discussed the notion of SMEs utilising e-learning at a collaborative and cooperative level 
where knowledge sharing at all levels takes place, including the sharing of values, experiences and 
emotions. Such activity was recognised as helpful for enabling individual and organisational learning as 
well as promoting an information security culture. Participants agreed that the idea of interacting with 
other SMEs and benchmarking against them would be valuable. 
However, the question of whether SME owners would permit employees the time to engage in e-learning 
and online communities was raised: 
Perhaps the smaller places wouldn't be able to afford the time for their employees to be able to become 
involved in that? And I wonder if the employees would take the time on their own clock to become part of 
those sorts of experiences and those sorts of communities? 
It was also mentioned that some types of employees may not be interested in such activities: 
Some people go to work so they can show up at 8:45 and leave at 4:35, and earn their wage. And those 
people perhaps may not take as much out of it as somebody who's really interested in furthering their 
career. 
It was suggested that e-learning may be better accepted by employees if offered by an independent neutral 
business body such as a regional Chamber of Commerce, or academia, rather than an IT professional 
firm: 
If it's a governing body or a body that's respected within the context ofa society, where there's a means of 
interacting and benchmarking because you meet many peer businesses, then that's good for enculturation at 
the owner/manager level. 
One-off immediate security advice from a trusted online community also met with participants' approval. 
Interestingly, when considering a potential increase in SME information security awareness derived to an 
extent from e-learning and communities, participants recognised the possible loss of business and were 
thus prompted to consider the future changed roles ofIT consultants: 
... when I look at e-Iearning and cooperation and collaboration ... where do you draw the line that 
management of information security becomes the role of the IT support person, whether it be in-house or 
by consultant or external source? 
Australian cultural context 
Different countries exhibit unique values and cultures. According to participants, the Australian culture 
can be characterised by the catchcry "She'll be right, mate!" and, as such, is a barrier to information 
security culture development in Australian SMEs. 
Well, you look at national culture and what to change, well, when it comes to computer security, the old 
Aussie saying of "She'll be right, mate!" [characterises the culture]. 
It was noted that Australians often have a relaxed, unconcerned approach to security issues. Participants 
also criticised the "internet security awareness for SMEs" brochure that resides on an Australian. federal 
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agency web site (DCIT A, 2002). The brochure was brought to the meeting and shown to participants, 
who had not previously sighted it. They considered it dry and ineffective, and of limited accessibility, and 
suggested that including a variety of cases would render it of far greater interest to SMEs. 
CONCLUSION 
This paper has provided a theoretical perspective on information security culture and has reviewed a 
preliminary issue-based socio-cultural framework for developing and maintaining information security 
culture in SMEs. The paper also provided findings from a focus group that explored the framework in the 
Australian context. Some important challenges in enabling Australian SMEs to develop an information 
security culture have thus been highlighted. The presence of such challenges could have a direct impact 
upon Critical Infrastructure protection as Australia is in a unique position where SMEs may be operating 
systems that form part of the Australian critical infrastructure. 
Our findings loan support for the recognised importance of leadership and management commitment in 
influencing employee security behaviour in an SME context. The findings have also broken new ground 
by suggesting that the provision of information technology and information security education and 
awareness for the owners of SMEs is critical in seeking to increase the presence of information security 
culture in Australian SMEs. However, the paper has highlighted the negative influence of a laissez-faire 
attitude represented by the Australian catchcry "She'll be right, mate!" - a characteristic that does not 
augur well for a secure Australian critical infrastructure. Australian SMEs must therefore be persuaded of 
the need to invest in information security measures including those that foster an information security 
culture, as suggested in the paper (for example, electronic learning, and online community cooperation 
and collaboration). 
While noting that the findings from one focus group of four IT consultants cannot immediately be 
generalised, this paper indicates that the main challenges in developing information security culture in 
Australian SMEs include: 
motivating owners to allocate a budget to information security and information security 
awareness; 
convincing owners to undertake a formal risk analysis; 
ensuring that owners develop an information security policy, procedures and responsibility; 
developing a proactive owner stance toward information security; 
educating owner and employees of the importance of protecting information assets from security 
threats; 
overcoming current owner perception of IT as a tool for profit maximisation; 
developing management commitment to information security; 
identifying and establishing a range of informal awareness activities to suit 5MB environments 
overcoming Australian laissez-fair attitude toward information security concerns. 
In light of our findings, we recognise that the initial framework (figure 1) should be enhanced and this 
revision will be the subject of a future publication. Moreover, participants noted that, while the individual 
components of the framework have considerable merit, it is unclear how the framework can be applied in 
practice to assist Australian SMEs in developing and maintaining information security culture. Thus, 
practical guidelines should be developed and integrated with the revised framework to render it of greater 
value to Australian SMEs. Several potentially valuable alternative practical approaches for developing an 
information security culture for SMEs were suggested by different participants: 
• Develop a template composed of a set of non-negotiable "hard" information security issues (for 
example, technical security solutions, policies and procedures) that must be carried out, a set of 
"soft" issues (comprising awareness, marketing, performance appraisals and so on), and a set of 
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commercial imperatives. Modify this template with the results of a risk analysis and the results of 
benchmarking. The three sets of action items will then be included in an information security· 
program. Once this program has been initiated, a management review conducted on an annual 
basis will identify the need for changes. 
• Develop a risk-based approach comprising four phases: 
Evaluate the organisation - perform a risk analysis to identify the vulnerable areas; 
Communicate findings - plan on the changes that need to be made, and allocate 
a budget for this; 
Program of initiative - bring about the cultural change initiatives; 
Monitor review - review progress annually. 
• A national information security awareness campaign is urgently needed in Australia to raise the 
issue of information security awareness in Australian SMEs. 
In the next stage of this research project, interpretive case studies of Australian SMEs will be conducted 
in order to explore more deeply the issues identified by the framework and focus group findings. We 
conclude by recalling the old adage that security is only as strong as the weakest link in the chain. 
Therefore, playing as they do a vital role in the nation's critical infrastructure, Australian SMEs should be 
given far greater assistance in developing this important area by Federal, State and local governments. 
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